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 A threat to information and communication technologies (ICTs) is undeniably a threat to global 
 peace and security. 

 The world faces great danger when ICT networks are the subject of hacking and attacks, 
 especially when nuclear weapons deployment systems are dependent on these very same 
 networks. Without addressing the increasingly important field of securing ICTs, we may live to 
 see a world in which a nuclear bomb may be deployed due to an accidental press of a button or a 
 simple technological malfunction. 

 Prevention of conflict in cyberspace is a means of preservation of peace. Just as important as 
 reducing our troops on the ground, we must not underestimate the power of creating customary 
 and concrete international law in the realm of cyberspace. Cyber Warfare has the potential to 
 destabilize regions, to isolate populations and communities, to collapse health care systems, and 
 to ultimately create a more volatile international security environment. The incredibly complex 
 nature of cyberspace therefore requires a multistakeholder solution, drawing input from all 
 sectors of society, including leaders in academia, technology corporations, and nongovernmental 
 organizations. 

 Information and communication technologies are by their very nature, borderless. Knowing that 
 geopolitical rivalries will perpetuate in cyberspace, it is of utmost importance that we establish 
 laws to govern these interactions. Only then will we be able to pursue accountability and 
 transparency to the fullest extent possible. 

 We must utilize international law to create enforceable mechanisms for action when it comes to 
 securing ICTs and leveraging these technologies by maintaining sustainable ICT infrastructure. 
 In recent years, the international community has made progress towards this goal; The Budapest 
 Convention that was adopted by 67 countries and signed in 2001 provides a starting point from 
 which to develop a body of international laws that suits the complexity of ICTs. Resolutions 



 passed in October by the First Committee also serve as a legal basis for cybersecurity law, such 
 as Resolution L73 titled “Programme of action to advance responsible state behavior in the use 
 of ICTs in the context of international security” and Resolution L23 titled “Developments in the 
 field of information and telecommunications in the context of international security.” We 
 commend the progress of the UN infrastructure and this Working Group in securing ICTs for all. 
 But the current international law infrastructure is simply not yet equipped to handle the grave 
 dangers of cyberwarfare. The constant evolution of ICTs demands a mirrored evolution in the 
 international law meant to govern them. 

 Among the major points of contention within the cyberspace legal realm is “what defines 
 cybercrime?” This determination will be the core of all international law going forward in the 
 cyberspace realm. We must achieve universal consensus on this definition if we have any hope of 
 establishing an effective body of international laws to govern cyberspace. 

 It is undeniable that we should promote transregional collaboration in the formation of 
 international law. But what we can not allow is the infringement of human rights by international 
 frameworks designed for cybersecurity. In our fight against cyber warfare, we must never lose 
 sight of the universal right to open and free access to the internet. We must remain steadfast in 
 our condemnation of censorship and the intentional isolation of marginalized populations. 

 It is incumbent upon us to protect the world from criminal activities committed through the 
 internet, but this should not run counter to our human rights obligations. We must not allow what 
 may be considered “techno-authoritarianism” to proliferate throughout the world, limiting the 
 protections of human rights defenders and whistleblowers through increased surveillance under 
 the guise of cybersecurity initiatives. 

 Cyberspace may be the new battleground for geopolitical rivalries and interstate conflict. To 
 prevent the destruction of the world as we know it, it is imperative that we create an international 
 legal framework that prioritizes accountability and transparency in the ever-complex virtual 
 world of cyberspace. 


